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Operationalizing Al : Safe, Efficient, and Privacy-preserving Al Systems at Scale

Privacy Preserving Al - Protection of Personal Data
Technical Foundations

Dr. Hermann Gumpp
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Privacy

The fundamental right to respect for
one's private and family life, home
and communications, as guaranteed
by Article 7 of the EU Charter of
Fundamental Rights.

Data Protection

The fundamental right to the
protection of one's personal data,
requiring fair, purpose-specific and

lawful processing, individual rights of

access and rectification, and
Independent supervision, as
guaranteed by Article 8 of the EU
Charter of Fundamental Rights.

Source: Charter of Fundamental Rights of the European Union
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:12016P %2FTXT




Can LLMs
ever be
GDPR-compliant?
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GDPR - 7 Principles of Processing
i 2 %

Lawfulness, Purpose Data

fairness ana limitation minimization
transparency

| 4

v X -

Accu racy Storage |ntegrity and Accountabillity
limitation confidentiality




Experimental Setup for Evaluating
LLM Accuracy and Reproducibility

To evaluate the accuracy and reproducibility of an LLM (Google Gemini 3), | briefly
tested its abllity to retrieve information about my previous research involving a
combined Total Internal Reflection Fluorescence (TIRF) microscopy and Atomic Force

Microscopy (AFM) setup. TIRF enables surface-sensitive fluorescence imaging, while
AFM measures nanoscale forces and surface properties.

The test focused on whether the LLM could correctly associate the terms TIRF, AFM,
and Gumpp with the relevant research. My former professor, Hermann Gaub, shares
my first name. The niche research topic, short surnames, shared first name, and
scientific abbreviations introduce ambiguity, making this a suitable test of the model's

ablility to retrieve accurate information and produce consistent results across 20
iIdentical queries. The results were quite surprising.
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Testing LLM Accuracy

Q_ TIRF AFM gumpp @ Q_ TIRF AFM gumpp J @ Q_ TIRF AFM gumpp b @ Q_ TIRF AFM gumpp

AlMode All Images Videos Forums Shortvideos AlMode All Images Videos Forums Shortvideos AlMode All Images Videos Forums Shortvideos AlMode All Images Videos Forums  Sh

4 Al Overview 4 Al Overview 4+ Al Overview 4 Al Overview

The term "TIRF AFM gumpp" refers to a landmark The phrase "TIRF AFM gumpp” refers to a seminal The term "TIRF AFM gumpp" points directly to the TIRF-AFM refers to a highly specialized hybrid

advancement in hybric le microscopy milestone in single-molecule biophysics: the pioneering biophysics research microscopy instrument that combines Total Int
nd co-workers in development of an ultrastable combined Atomic during his time in the laboratory G - auD 3 Reflection Fluorescence (TIRF) microscopy anc

Herman Gaub’s DIOphySICS group. @) National Institu... +1 Force Microscope (AFM) and Total Internal LMU Munich. He was a central researcher in Atomic Force Microscopy (AFM). The name "G

Reflection Flyg microscope, developing and applying the Single-Molecule Cut-

In 2009, Johannes Gumpp published a foundational ' Hannes Gumpp Bnd colleagues in the and-Paste (SMCP) technique, which uniquely
paper in Review of Scientific Instruments titled

"Ultrastable combined atomic force and total

laboratory of Hermann E. Gaub at the Ludwig- combined Atomic Force Microscopy (AFM) and Munich, which established a r

Maximilians-Universitv Munich. ® Total Internal Reflection Fluorescence (TIRF) custom-built platform for simultaneous sinale-

Johannes Hannes Christian Tobias
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Testing LLM Accuracy

Q_ TIRF AFM gumpp @ Q_ TIRF AFM gumpp J @ Q_ tirf afm gumpp y @ Q_  TIRF AFM Gumpp $

AlMode All Images Videos Forums Shortvideos AlMode All Images Videos Forums Shortvideos KI-Modus Alle Bilder Videos KurzeVideos News AlMode All Images Shopping Videos

4 Al Overview 4 Al Overview 4 Ubersicht mit Kl 4 Al Overview

The term "TIRF AFM gumpp" points directly to the TIRF-AFM refers to a hybrid, correlative single- »TIRF AFM Gumpp” bezieht sich auf eine Your query refers to a prominent line of biophysi
pioneering biophysics research ¢ molecule technique that integrates Atomic Force wegweisende wi ' beit aus dem research spearheaded b :
during his time in the laboratory & : Microscopy (AFM) and Total Internal Reflection Jahr 2009 vo nd Kollegen der colleagues in the laboratdMy 6 e,

LMU Munich. He was a central researcher in Fluorescence (TIRF) microscopy. @) National Institutes .. LMU Munchen. Darin'wurde ein ultrastabiles, LMU Munich. They pioneered the technical
developing and applying the Single-Molecule Cut- kombiniertes Hybrid-Mikroskop vorgestellt, das die development of a hybrid, ultrastable combined
and-Paste (SMCP) technique, which uniquely Rasterkraftmikroskopie (AFM) mit der Atomic Force Microscope (AFM) and Total Inte
combined Atomic Force Microscopy (AFM) and ’ Totalreflexionsfluoreszenzmikroskopie (TIRF) auf Reflection Fluorescence (TIRF) microscope. ¢

Total Internal Reflection Fluorescence (TIRF) einzioartioe Weise vereint

Christian Dr. Christian Dr. Holger Hermann ¥V



Test Results LLM Accuracy

Name Count Wrong Correct ObservatiOn:

Tobias

o

Across 20 trials, Google Search’s Al
Overview feature generated accurate
results in only 7 cases (35%), while
13 results (65%) were incorrect.

Christian

Dr. Christian
Johannes
Hannes

Dr. Holger
H.

Hermann
Total

However, a tendency toward
Improved accuracy was observed
with repeated execution of the same
search query.
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GDPR principle

1. Lawfulness,
fairness and
transparency

2. Purpose
limitation

3. Data
minimisation

4. Accuracy

5. Storage
limitation

6. Integrity and
confidentiality

7. Accountability Opaque data flows,

Cloud LLM

Undisclosed processing; GDPR Arts. 6, 9, 13—14, 44—-49;
CLOUD Act; FISA 702; EO12333

third-party disclosure;
International access and lawful basis and information
transfers obligations

Secondary use for GDPR Arts. 5(1)(b), 6(4), 28;
analytics, model Incompatible purposes;
Improvement or provider controller/processor roles
training

Entire documents, broad GDPR Arts. 5(1)(c), 25;

RAG retrieval and unnecessarily broad ingestion
oversized context and transmission
windows

Hallucinated, stale or
unverifiable personal
iInformation

GDPR Arts. 5(1)(d), 16;
rectification and verification of
personal data

Provider retention,
backups, logs, fine-
tuning and incomplete
erasure

GDPR Arts. 5(1)(e), 17, 28;

Provider-readable
iInference data, cross-
tenant leakage, foreign
access, prompt injection

44—-49; DPIA and transfer
governance

restricted audits,
subprocessors and
transfer assessments

Legal / technical concerns

retention and deletion obligations

GDPR Arts. 5(1)(f), 32, 44—49;
CLOUD Act: FISA 702; EO12333

GDPR Arts. 5(2), 24, 28, 30, 35,

Very High

High

Moderate—-
High

Moderate—

High

High

Very High

High

Local open-weight LLM mitigation

No inherent disclosure to external inference
provider when fully offline. Lawful basis,
transparency, special-category safeguards
and model provenance remain necessary.

Direct control of prompts, training and fine-
tuning; no external provider reuse by default.
Internal repurposing can still breach purpose
limitations.

External sharing is avoided, but local
pipelines can still ingest unnecessary
information. Minimise prompts, retrieval scope
and stored context.

Core model hallucination and outdated-
iInformation risks remain. Local control may
Improve evaluation and correction workflows,
not inherent accuracy.

Direct retention and deletion control over
logs, indexes and backups. Local fine-tuning,
caches and snapshots may still complicate
erasure.

No inherent provider-side plaintext
processing or foreign-access route where fully
self-contained. Internal compromise, supply-
chain issues and prompt injection remain.

Direct auditability and stronger processing
control. Organisation still must document
compliance, maintain security, perform DPIAs
where required and verify provenance.

Much Lower

Much Lower

Moderate

Moderate—-
High

Lower

Lower-—
Moderate

Lower—
Moderate
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Technical Risk Mitigation

@ Data Minimisation

©® Homomorphic Encryption (HE)
@ Privacy by Design and Privacy by Default
@ Disable Model Training

® Confidential Computing
@ Machine Unlearning

@ Anonymization and Pseudonymization
@ Federated Learning (FL)

© Differential Privacy (DP)

©® Synthetic Data Generation
@ Privacy-Preserving Monitoring

©® Multi-Party Computation (MPC)

® elc.

©® Secure Multi-Party Computation (MPC)
© Retrieval-Augmented Generation (RAG)
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Outlook

Will artificial intelligence one day need rights
of its own, including data protection, privacy,
and other fundamental rights?

e Or should we stop anthropomorphizing Al and

| iInstead focus on building more reliable
systems and holding Al companies
accountable for unlawful conduct?




